


± Network Oser Jogs =into tfie- ess/npute* network 

■2 Metwofk tor ©Bntsc^the Jswr*OEis $er»«)f t&: ?*qu#3j a fsie X- ,,/' '= ,V„T E '^-'^y^"^ 1 5 « 

' 1, 4 Aereou&Sefve? contacts tha ^ath^fitlcatHjri System to exchange isfomiattan =;^...„,.< ^ 

about tfca end £&sr 

6 /*sf sous -Serve? cDBJactsiheAeraouB Pogs^ System aRd execute the assess pojst'j! 4& {Jefcrariin if tfreusefhast&s 

pm§ia$g£io access the fite. £fih# aissw^ Is yes, t^th® usage 

i&not Sfintto th& end met 
? Perseus Saw&r req^sststt^ilelTmri the etetv/srk storage devfea 
8 Network storage device "$ef i^m the Site toifeft Asrec&a Server 
$ Asr&ays Ssrwr apples uaag* rfghss tc, asd e ncrypts. t&e file 
M Tins file Is seisegrei^dejfegrad tc tfce £nd $&er Sj^tem 

11 Usage flares a«3 auditing is « tiforcsd cn £nd User System by the Aefe^is Client 
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2 bym 


Efmrnefatecf type describing: &e p^tod type $f tlie messager Farther 


tffteine&gkge is dbec^d by tEeg field. The cEtrrafLy payieacf identifiers include- 

AEREJIsTVALID 0 Invalid type 
AEME.FILEJC£Y 1 Fife**; paylotd 

AEREJSTATUS 3 Ae&«$ state 


Flap 


2 hym 


Flag? isidlcatitig; fayload pfoosstag re^m^tsL Iht currently defmed Saf$ 

Flag Bit D*$edjptk*n 

1 Payloadi tigged (it$r 
Reserved 2-15 ima^l 




2 tifteg 


Lengtis of menage, m hpm.. 1M$ tagtfe metres die field thmngh the the tat 


&Ot!fC£ ID"* 


2 ojtes 


^urce idsniife - a$e$ user m server entity identifier detaed in the entky 
datable. 


-.Destination ID 




Recipient iteite - user w wear miify ideate defined in die emiiy 
d&&£b$i§&. 






Tlmestanip {<*cained fern local or tripled timing sow) of massap creation. 
Vm& to eaws ae$imes$ fog, mitlpt* wpUy m&$% The time & mptmm4 
by te sfcndard POSLX 32 bit second identifier (secant since epoch*. 




2fayt* 


S&cpeace number used iq ea$itfg the ordering <sf messages. 


AcfcNo 


2^ 


Aeiouroleilgemefit of ail me$$%e§ up ta mdudktg &&&& 






Ita is the wiafcte tefth to fc> lie intetpretad by j^taad pmmmg, The for- 
mat of lie payload is detailed in Section IX Rased m. message flags, this <te 
rapilffi adJifbisi! praess (eg,, eneiyptioft, st§&> 


Alga. Mealier 


2t>ytes 


Enumerate ^pe tttii| tl^e teli. ^g»tta ^ed in tU mmMlm offc keyed 
Msft He Mewing teh are mppmU ty* the Aeteous symem; 

AEREJMiDS 0 
AER£_SIIAI 1 


HMAC Le%t!i 


2 tiyt«$ 


The letipk of i\m EMAC ^te. Note rbat mmt e^pgrapMc algoitMi^ m^ot 
WfecipBanext limn fl^e ofgi^lplai^im. (Question: 1$ tltl$ really aeedecl, or 
: we always e^Ieiil^e this t^mthe key^h ^Igwtta iafb?) 


HMAC 




Thi$ Iftthe keyed tueh of themw^e. Thi$ ^abie is placed c^ver ^il ^ pmt 

ii> foeginbg of &e ba^li length field 



Q. 
+ 




1/Z.3 



Nsme 


Ungik 






19 Bits 


i£msmm&&€§ iimiMm both ttie alpritta and the k^v length 




16 fails. 


block for accused file 




256 


Mmlrmim vector mzd to seed the eacr^ptfon of fife blocks, Further detail are 
defiaediiiSecriaaT.i.. 






Tie key y$£d encrypt tte fife. WMse the Joey ghee n thm 256 tfie most 
stjpiifteaitt bits ire used m$ unused tfe m padded with - - 






Flap iisto&flf; tie $ft$bled g&jg of acceded castei* (wheie a bit l-*dl0we4 

O^ftkd). TMmp$mz4Mt$ Made; 

Flag Bit Description 

Print 0 ftiM tie file 
Copy 1 Copy ilie to local disk. 
Said 2 Transmit &e file to mmmt device 
Reserved 3-63 ummd 

MOTE: me m cf wge &p$$ am ittmtifkd tn : the Aermm Qimt Emipt Docu- 
ment, mtdwMi mffm&i Mfimm vmtem mis mmmmum meted. 




(variable) 


fell p$^tlgflri& df fife t^lUjl d 



Pit, 8 
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m 
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m 



N*me 




Description 


Cid 

BlockNumber 


16 bits 
16 bits 


hashed ptfasme iftmiBiit {$ee Secttoa £} 


Length 


mm 


le&gtb of data iypica% equal ^ flie Mock mm $ixppm*4 by ths ftk^em 


Data 


(variable) 


tbe file gate 



\* 

nj 

a 
a 



Name 



Sid 



TextLeagth 



Heart 



Length 



(auimaateO Type Meutifjiag the i 
fw-m$r specked in#® i#> andteaftm. 



semanttcs, J3^ife rite jBWasr tf«r 



161 



T6W 



Enum 



Numeric 0ri$t& EMsttripiftn 



eieiitSWdowtt 



1 

2 

3 
4 

5 

6-2- 



cliem Usags tight executed 

bmh A&t&m mm eaeouafsred 

client el tear shadows* signal 

server stof sjiutdawtt signal 
TVA 



^^^^feimptl^a The teeip«swi9ii of this Md ft dixected ly &e 



co^teat ID (d^>, 
AetesM ermr code 



C-gtrittg de^yi^n of mfon^tioa Used iti audiiitif or as xm?m&mim 






(Any Application) 



4P* 



LiveWrap Extra Content ! . ^ 
Display Program 



LiveWrap Client 
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Live Wrapped Extra Content 



LiveWrap Server 



(Any Server) 



(Any Server) 



Database Server 



FTP Server 



Locally Mounted File 



Remotely Mounted File 



Database Server Interface 




Preferences 




FTP Server Interface 




Native Operating System File Interface 



Virtual File Interface with Streaming Support 



File Statistics Tracker 



Rule 
Execution 
Engine 




Wrap (DRM) 



liveEmbed 





virtual File 




Authentication 


System 
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Manager 



Wrapped File Interface with Streaming Support 




HTTP/HTML Admin 
Interface 
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HTTP and 
HTTPS-based 
Web Server 

Emulators 




FTP and FTPS 
Server Emulators 




Aereous-Enabled 
Client Interface 





Aereous-8ased 
Rte Server 
Interface 




TCP/IP Interface with Bandwidth Management 
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Architecture Overview 
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Aereous Server 



liogfl 



Server side raw files 



OS 



AereousServerHook.DLL 



AereousConfig 



Aereous Database 
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AereousServer Core 



Standard FTP/HTTP Server 



External Database or 
Internet Resource 



i 



Hi* 



Aereous Enabled File Server 



Server side raw files 



OS 



./// v£ 



AereousServerHook.DLL 



Standard FTP/HTTP Server 



End User Machine 



t T 



End User HTTP/FTP Client 



Viewer Application (such as 
WinAmp or Adobe Acrobat) 



OS 



AereousClientHook.DLL 



Client side Aereous files 
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File Server Example Interaction Diagram 



HTTP/FTP 
File Server 



File 

Request 



Returns 

Aereous' 

file. 



JL 



AereousServerHook.DLL 
File Hooks 



File Open and 
Read 



Combining the 
received header 
with the raw file 
contents, the file 
read function 
returns Aereous 
encoded data. 



JL 



Aereous Server 
Core 



Get Aereous file 
type. 



Static File 



Build 

Aereous 

Header 



Header 
contents 
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Figure 11 



Description 


Sn» (bytes) 


Contents 


Aereous Signature 


11 


•AEREDUS*+0xQ13Q197fi 


Aeietras File Version 


1 


Currently Qxl 


File ID 


8 


F ile 's Aere ous ID . 




*> 


Numher nf usa?es remaining Set to 
QxFFFF for infinite usages. 


Expiration Date 


4 


A GMT ANSI RTL style time date stop 
that indicates when this file expires. 


T Tea ctp F^i^YHPrl r^riT^tfiTit 


Y ox yil [£ 


Onr * a i^arl attemnt fails due to 6 0 u^a?e 
count, tltis content is displaced to the user. 
The format is described below" under 
'"Content Format? 1 


Number Of Fusli 


2 


Number of items that are pusluad to the user 


Content Items 




when fee file is opened. 


Push Content Items 




Axiwof push, content items. The format is 
described below as "Push Content Item 
Format" 


Header CR.C 


4 


A CKC value for the preceding header 
bytes. 


Content Sise 


S 


The size of the uneruc rypted data 


Encryption Type 


1 


0 - Unencrypted 

1 = 2Fish 

2-233 = undefined 


Enc rypted Data Qffse t 


§ 


A file offset tn the beginning of the 
encrypted date. The encrypted data uses the 
Format described in "Encrypted Data 
Block" 



*o/2.3 



Content 
Server 




Aereous 
Server 



1- End-user requests the file. 

2- HTTP server requests the file from the content server 

3- Content server hook sends file information to 
Aereous Server 

4- lf the file needs to be Aereous-enabied, it is sent to 
the Aereous Server 

5- File is transparent^ returned to the content server 

6- File b sent to the HTTP server 

7- End-user receives the file 



Figure 32 



Figure %3 
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The YhJ^j& table lists all files in the system. Each file is associated with a Plug-In 
and a bundle of facts that are understandable by that Plug-In. 





Column 


Type 


Description 


Sample 








S ystem assign d ID 


314 




Name 


Text 


Name of the virtual file . This is the 
base name, with no parent directory 
names and no directory separator 
characters. The name is not case 
sensitive in the server core, hut is 
allowed to he in the database engine. 


SalesReportdo 
c 








Flagiriciicatirigwhetl-ierNanite is 
actually a wildcard pattern match. 
Use: of this flag allows directories to 


False 


Q 






he setup and facts associated with 










them without having to database 
each of the files that could reside 










within that virtual directory. 




£. 


(optional) 


M 


ID of the 3^M^fete timt te 
file resides within. Use NULL for 








files that reside at the root level 








Text 


Identifies which plug-in will 


FTP 








generate the actual file contents. 




5 %£ 






Flag indicating whether the file is an 
actual static file on the rver disk or 


True 








a true virtual file. 






(optional) 




Facts for this file . These facts 355^ 

file and will he deleted if this file 
entry is deleted. 


4243 








Facts for this file . These facts are 


12DD0 




(optional) 


not "owned" by this file, instead 
e xi siing as sxiaieQ rac is to us&im. w iui 
centralized administration. 










Flag indicating whether any acce ss 
tn this file should result in an access 
log this file. 

■ 1 indicates there shouldb* 4 log 
generated 

1 0 means no log should he 
generated 

■ NULL or -1 means tliat the 
value of this setting should he 
inherits d from the parent 


1 








directory or time 
configurable parameter 





zr 



Free Memory 



% to 

00 



Client Memory Space 



